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Tips and Best Practices

e Travel only with a “clean” device “wiped” upon return to the US.

e During private meetings turn device off and remove battery

e Disable Bluetooth, Wi-Fi, print and file sharing. Switch off mic and camera

o Never let device out of sight

e Connect online ONLY through secure encrypted channels

e DO NOT TYPE PASSWORD; Paste from a USB drive

e Screen the names of your foreign contacts

e Know WHAT is on your device BEFORE you travel. Information and data may carry
restrictions

e Encrypted information may still require an export license

Things to Remember

For assistance with these questions, call the Office of | FBI warning: At certain foreign borders (China,
Export Controls Russia, etc), if your device is selected for an out-of-
sight inspection lasting longer than 90 seconds,
consider it compromised

Additional online resources: www.ohsu.edu/export Retain records of all OHSU travel, including devices
taken

Contact: Jen McCaw
Export Compliance Officer | (503) 494-2009 | mccaw@ohsu.edu



http://www.ohsu.edu/export

